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Abstract
ZIGBEE is one of the most widely used transceistandard in wireless sensor networks. Zigbee over
IEEE 802.15.4., defines specifications for low rdateAN(LR-WPAN) to support lower monitoring and caoiting
devices. Zigbee is developed by Zigbee allianceichvhhas hundreds of member companies. Zigbee
alliance(software) defines the network, securitgt application layers. IEEE802.15.4(hardware) defitie physical
and media access control layers for LR-WPAN. Tlapgy presents a detailed study of Zigbee wirelsslard,
IEEE802.15.4 specification, Zigbee device types,gfotocol stack architecture and its application.
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Introduction

Wireless Technology is being developed rapidly
nowadays. Advancement in micro electromechanical
systems brings integration of sensing, signal g@ssing
and RF capability on very small devices. All kinfl o
portable applications tend to be able to commuaeicat
without the use of any wires. Aim of wireless
communication is to gather information or perform
certain task in the environment. A typical sensoden
contains three C's, are Collection, Computation and
Communication units. Based on the request of sink,
gathered information will be transmitted wirelesshhe
collection unit has series of sensors. Computatioit
contains microcontroller and memory. Finally the
communication unit contains transceiver to transanid
receive data; various transceivers (such as RFMOUR1
family, Hardware accelerators, ChipconCC1000 and
CC2420 family , Infineon TDA 525x family,
IEEEB02.15.4/Ember  EM2420 RF  transceiver,
ConexantRDSSS9M) used for this purpose.

The reasons [1] for using Zigbee are,

* Reliable and self healing

e Supports large number of nodes.

e Easy to deploy

< Very long battery life

» Secure

* Low cost

e Can be used globally

«  Vibrant industry support with thirty or more
vendors supplying products and services

* Open Standards protocol with no or negligible
licensing fees
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e Chipsets available from multiple sources

« Remotely upgradeable firmware

* No new wires

« Low power (ability to operate on batteries
measured in years)

* Low maintenance (meshing, self organizing)

» Standards based security [AES128]

» Ability to read gas meters

All of the technologies are young — Bluetooth
being the oldest with developments started in 1997.
ZigBee started its developments in 2001. Different
companies developed other technologies within &t |
three or four years. Zigbee is one of the most lyide
utilized Wireless Sensor Network standards with low
power, low data rate, low cost and short time delay
characteristics, simple to develop and deploy and
provides robust security and high data reliabilXiame
of the Zigbee came from zigzagging patterns of kone
bees between flowers, represents the communication
between nodes in a mesh network [1].

ZIGBEE and |EEE 802.15.4

ZigBee is developed by ZigBee alliance, which
has hundreds of member companies (Ember, Freescale,
Chipcon, Invensys, Mitsubishi, CompXs, AMI
Semiconductors, ENQ Semi conductors), from
semiconductor and software developers to original
equipment manufacturers. ZigBee and 802.15.4 ate no
the same. ZigBee is a standard based network mmotoc
supported solely by the ZigBee alliance that ubes
transport services of the IEEE802.15.4 network
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specification. ZigBee alliance is responsible fogBee
standard and IEEE is for IEEE802.15.4. It is likeéPVIP
using IEEE 802.11b network specification [2]. ZigBe
alliance (software) defines the network, securityd a
application layers. IEEE802.15.4 (hardware) defities
physical and media access control layers for LR-\NPA
in figurel. Power needed for ZigBee is very smdl.
most cases it uses 1mW (or less power). But dtill i
provides range up to 150 meters in outdoor which is
achieved by the technique called direct sequenczadp
spectrum (DSSS). Also DSSS consumes less power
compared to Frequency Hopping Spread Spectrum
(FHSS). It works in the 868 MHz (Europe),915 MHz
(North America and Australia) and 2.4 GHz(available
worldwide) ISM band with up to 20kbps, 40kbps and
250kbps data rate respectively .

Because these wave bands are different from thdsban
of current common wireless networks, Wireless Higel
(Wi-Fi), Bluetooth, Wireless USB etc. Mutual
interferences between them will not occur, thersfthis
guarantees our system will not interfere other l\egge
networks and will not be affected as well.

APPLICATIONPROFILES
Application
APPLICATION FRAMEWORK B ZigBee Platform Stack
W siicon
NETWORK/SECURTIY

LAYERS ZigBee

1 Alliance

MACLAYER Platfor

|EEE

1T

PHY LAYER

Figure 1: ZigBee adds network, security, and application-
serviceslayerstothe PHY and MAC layers of the IEEE
811.15.4 radio.

The IEEE 802.15.4 standard employs 64-bit and
16-bit short addresses to support theoreticallyeniban
65,000 nodes per network [7]. ZigBee network caveha
up to 653356 devices, the distance between ZigBee
devices can be up to 50 meters, and each nodestzan r
data to other nodes. This leads capability of n@lkan
very big network which covering significant distasc

ZIGBEE Standard

ZigBee device are the combination of
application (such as light sensor, lighting contett),
ZigBee logical(coordinator, router, end device),dan
ZigBee physical device types (Full Function Devared
Reduced Function Device)[1].

A,ZigBee physical device types: Based on data
processing capabilities, two types of physical desiare
provided in IEEE 802.15.4: Full Function Device&[H
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and Reduced Function Devices(RFD). Full Function
Devices can perform all available operations witthia
standard, including routing mechanism, coordination
tasks and sensing task. The FFD plays role of ¢oatar

or router or end devices (It can be either FFD BDR
depends on its intended application). A typical HRa
ZigBee network will be powered from an AC-fed mains
supply, as it must always be active and listenmdhe
network Reduced Function Devices, on the other
hand,implements a limited version of the IEEE 8621
protocol.

The RFDs do not route packets and must be
associated with an FFD. These are end devices &sich
sensors actuators which only doing limited task® li
recording temperature data, monitoring lighting
condition or controlling external devices. The eumtr
ZigBee standard requires FFDs to be always on,wihic
practice means that FFDs must be constantly powered
Battery-powered FFDs have a lifetime on the ordea o
few days.

B. ZigBee logical device types :There are three
categories of nodes in a ZigBee system.They are
Coordinator, Router and End devices.
1) Coordinator : Forms the root of the network teswl
might bridge to other networks. There is exactlye on
coordinator in each network. It is responsible for
initiating the network and selecting the network
parameters such as radio frequency channel, unique
network identifier and setting other operational
parameters. It can also store the information about
network, security keys.

2) Router: Router acts as intermediate nodes, irgjay
data from other devices. Router can connect tdraady
existent network, also able to accept connectioom f
other devices and be some kind of re- transmittethe
network. Network may be extended through the use of
ZigBee routers.

" 5 ®

Coordinator

fj Router
r\r':a) End devices
Figure 2: Zigbee Network
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3) End Devices : End Device can be low-power/ bbgite
powered devices. They can collect various infororati
from sensors and switches. They have sufficient
functionality to talk to their parents (either the
coordinator or a router) and cannot relay data fodher
devices. This reduced functionality allows for the
potential to reduce their cost. They support beler
power models. These devices do not have to stakeawa
the whole time, while the devices belonging to oitieer
two categories have to. Each end device can hawe up
240 end nodes which are separate applicationsnghari
the same radio.

C. Access Modes. Two ways of multi-access in
ZigBee protocol, are Beacon and Non-beacon. In non
beacon enabled network, every node in the netwark c
send the data when the channel is free. In beatainied
network, nodes can only transmit in predetermine t
slots. Here PAN coordinator allocates guarantept ti
slots (GTS) for each device; therefore devices will
transmit their data during their own slot. All dees
should be synchronized for this process. This Wwél
achieved by sending beacon signal. The coordinator
responsible to transmit beacon signals to syncheottie
devices attached to it [4]. Network in which the
coordinator does not transmit beacon signal is knaw
non-beacon network. It cannot have GTS and comenti
free periods, because the devices are not syndeani
Battery life is better than beacon enabled network,
because the devices are wake up less often.

Z1GBEE Protocols Stack

Protocol architecture is based on Open system
interconnection (OSI). ZigBee builds on IEEE stadda
802.15.4 which defines the physical and media a&cces
control (MAC) layers.

ZigBee alliance defines the network layer and
application layer. Fig.2 shows protocol stack ofEée
system.

A

Application Layer

Application
Framework
Zighee
g e Device
: ey Dbkt Zighee
Alliance

AR

Security

Application Suppert Sub layer

Services |

-—» Network Layer

MAC Layer T

|EEE

Phvsical Laver 802.15.4

Figure 3. ZigBee Protocol Stack
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A. Physical Layer: The physical layer of the
IEEE802.15.4 standard is thelosest layer to the
hardware, which control ammbmmunicate with the radio
transceiver directly. It handlesll tasks involving the
access to the ZigBee hardware ,including initidicraof
the hardware, channel selection ,link quality eation,
energy detection measurement aradear channel
assessment to assist the channel selection.

Supports three frequency bands, 2.45GHz band
which using 16 channels, 915MHz band which using 10
channels and 868MHz band using 1 channel. All three
using Direct Spread Spectrum Sequencing (DSSSyacce
mode.

Parameters/frequengy 868Mhz 915Mhz  2450Mhz
Channels 1 10 16

Data rate 20Kbps| 40Kbps 250Kbps
Applicability Europe | USA World

B. MAC Layer: This layer provides interface between
physical layer and network layer. This provides two
services; MAC dataservices and MAC management
service interfacing to thMAC sub Layer Management
Entity (MLME) Service Access Point called (MLME-
SAP). The MAC data servicenables the transmission
and reception of MAC ProtocdData Units (MPDUS)
across the PHY data service. MA8&yer is responsible
for generating beacons asginchronizing devices to the
beacon signal in a beacanabled services. It is also
performing association andlissociation function. It
defines four frame structures, are Beacon framda Da
frame, Acknowledge frame, MACcommand frame.
Basically there are two types of topology; star peer

to peer. Peer to peer topology can take differeapss
depends on its restrictions. Peer to peer is knasn
mesh, if there is no restriction. Another form reet
topology. Interoperability is one of the advantagds
ZigBee protocol stack. ZigBee has wide range of
applications, so different manufacturer providegB&e
devices. ZigBee devices can interact with

each other regardless of manufacturer (even if the
message is encrypted).

C. Network Layer: Network layer interfaces between
application layer andMAC Layer. This Layer is
responsible for network formation and routing. Rogt

is the process of selection of pathréday the messages
to the destination node. This forms tietwork involving
joining and leaving of nodes, maintaininguting tables
(coordinator/router), actual routing and address
allocation. ZigBee coordinator or router will penio the
route discovery. This layer Provides network wide
security and allows low power devices to maximizeirt
battery life. From the basic topologies, there are three
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network topologies are considered in IEEE802.15e! a
star, cluster tree and mesh.

D. Application Layer: The application Layer is the
highest protocol layer andlibsts the application objects.
ZigBee specification separatdse APL layer into three

different sub-layers: the ApplicatioBupport Sub layer,

the ZigBee Device Objects, adgpplication Framework

having manufacturer define&pplication Objects.

1) The application objects (APO) : Control and ngas
the protocol layers in ZigBee device. It is a piafe
software which controls the hardware. Each apptioat
objects assigned unique end point number that other
APO’s can use an extension to the network device
address to interact with it [6]. There can be uR4®
application objects in a single ZigBee device. AEke
application must conform to an existing application
profile which is accepted ZigBee Alliance. An
application profile defines message formats and
protocols for interactions between application otge
The application profile framework allows different
vendors to independently build and sell ZigBee dewi
that can interoperate with each other in a, given
application profile.

2) ZigBee Device Object: The key definition of Zig8

is the ZigBee device object, which addresses thraim
operations; service discovery, security and bindifige
role of discovery is to find nodes and ask about 1A
address of coordinator/router by using uncast ngessa
The discovery is also facilitating the procedure fo
locating some services through their profile idiéets.

So profile plays an important role. The securityveres

in this ZigBee device object have the role to anticate
and derive the necessary keys for data encrypfibe.
network manager is implemented in the coordinatat a
its role is to select an existing PAN to intercocindt
also supports the creation of new PANs. The role of
binding manager is to binding nodes to recoursas an
applications also binding devices to channels [5].

3) Application support sub layer: The Application
Support (APS) sub layer provides an interface betwe
the NWK and the APL layers through a general set of
services provided by APS data and managementemntiti
The APS sub layer processes outgoing /incomingdsam
in order to securely transmit/receive the frames an
establish/managehe cryptographic keys. The upper
layers issue primitives to APS sub layer to use its
services. APS Layer Security includes the following
services: Establish Key, Transport Key, Update Peyvi
Remove Device, Request Key, Switch Key, Entity
Authentication, and Permissions Coguration Table.
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4) Security service provider: ZigBee provides sigur
mechanism for network layer and application support
layers, each of which is responsible for securingirt
frames. Security services include methods for key
establishment, key transport, frame protection dexdce
management.

E. Topologies: There are following topologies

(1)Sar Topology: Star topology consists of one
coordinator and any number of end devices. In star
topology a master slave network model is adopteerah
master is the ZigBee coordinator which is FFD dages

will be either FFD or RFD. ZigBee end devices are
physically and electrically separated from eacteptnd
devices and pass information through coordinator.
Devices can only communicate with the coordinator.
This is does not provide multi-hop networking anesim
networking.

(2)Cluster Tree Topology: The cluster tree topology is
similar to the star topology. The difference isttbther
nodes can communicate with each other so that more
RFD/FFDs can be connected to non-coordinator FFDs.
The advantage of this topology is the possible
geographical expansion of network.

(3)Mesh Topology: In mesh topology, each node can
communicate any other node within its range. Mesh
topology is complex to maintain and beaconing i$ no
allowed here. But it is more robust and toleramct&tlt.

Mesh

Cluster Tree

PAN Coordinator

2
®
2

Router

End Device

Star
Figure 4: topologies

ZIGBEE Application

Zighee Alliance targets applications “across
consumer, commercial, industrial and government
markets worldwide”. Unwired applications are highly
sought after in many networks that are characterine
numerous nodes consuming minimum power and
enjoying long battery lives.
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Zigbee technology is designed to best suit these
applications ,for the reason that it enables redgmests

of development, very fast market adoption, and dapi
ROL.

Airbee Wireless Inc has tied up with Radio craft &S
deliver “Zigbee-ready solutions; the former supptythe
software and the latter making the module platforms
.With even light controls and thermostat producans
includes big OEM names like HP ,Philips,Motoroladan
Intel.With Zigbee designed to enable two-way
communication , not only will the consumer be atue
monitor and keep track of domestic utilities usalget,
also feed it to a computer system for data
analysis.Futurists are sure to hold Zigbee up ays,%
See | told you so”. The Zighee Alliance is nearl§02
strong and growing, with more OEM’s signing up. § hi
means that more and more products and even ldter, a
devices and their controls will be based on thisidard.
Since Wireless personal Area Networking applies not
only to household devices, but also to individuadiz
office automation applications, Zigbee is heretaysit

is more than likely the basis of future home-netirmay
solutions.

Table 1 Application of Zigbee

Warkat Name ZigBee® Y- Bluetooth™
Standard 802.15.4 GSMGPRS 80211k 802.16.1
COMAIXRTT
Anication F Moritoring & Wide Area Vioice | Web, Email, Cable
pplieaton Foous Contral & [ata Video Replacement
System Resources 4KB - 32KB 16ME+ 1hiB+ 250KB+
Battery Life (days) 100 - 1,000+ 17 5.8 1.7
Hetio ke Size Unlimited (259 1 a2 7
Bandwidth (KB=) 20- 280 G4 - 128+ 11,000+ 720
Transmission
Range (meters) 1- 100+ 1,000+ 1-100 110+
. Reliabiity, . Speed, Cost,
Euccesslilstiics Fower, Cost Reach. Luaity Flexbility Canvenience

Comparison to Blue Tooth

Zigbee was developed t serve very different
applications than Bluetooth and leads to tremendous
optimizations in power consumption. Some of the key
differentiators are :
(a) Zigbee: It has very low duty cycle, very longnpary
battery life ,Static and Dynamic star and mesh pdts
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,>65,000 nodes, with low latency available, Ability
remain quiescent for long periods without
communications, Direct Sequence Spread spectrum
allows devices to sleep without the requirementcfose
synchronization.

(b) Bluetooth: It has Moderate duty cycle ,secopdar
battery lasts same as master, very high QoS ang ver
low, guaranteed latency, Quasi —static star netsvaik

to seven clients with ability to participate in racthan
one network, Frequency Hopping Spread Spectrum is
extremely difficult to create extended networkshwitt
large synchronization cost.

Advantages of ZIGBEE

The main advantages include product
interoperability, vendor independence, and acciisgib
to broader markets. Customers can expect increased
product innovation as a result of the industry
standardization of the physical radio and logical
networking layers. Instead of having to invest teses
to create a new proprietary solution from scratearg
time, companies will now be able to leverage these
industry standards to instead focus their energies
finding and serving customers. the United Statdss T
specification maintains the same usage and arthitec
as wired USB devices with a high-speed host-toatevi
connection and connects to a maximum of 127 devices
WUSB is based on a hub and spoke topology.

Conclusion

The main conclusion of this Master's thesis
project is that, yes, ZigBee is a suitable base for
embedded wireless development. The main reasdmats t
development is easy and fast. ZigBee also meets the
promised technical requirements. The areas  that
ZigBee is likely to be used in is building autoroatiand
industrial networks. The chances seem highest @ th
industry since ZigBee is currently the only optifor
such standardized wireless networks. Even thougreth
are some competition, due to better performandeg pr
and compliance, ZigBee is likely to dominate themkeo
automation market as well. PC peripherals and
consumers electronics are two areas that ZigBeeris
unlikely to be used in, because it offers veryditver
the competition.
“Just as the personal computer was a symbol oBl®
and the symbol of the '90s is the World Wide Wéie, t
next nonlinear shift, is going to be the adventhbéap
sensors.”
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